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1. lr'lUsUqe
1.1. Updbpturlnp r.nbqbt4urtn{url4urtr urlmfr{trbph qnUprrqpdutr ptrpuguLlurpqfr

(ulunrhbr.n' gulnq) trqurLnr.uLltr h L1utrntrurUtunqbt <bptrutrfr r4bmurt,;urtr hr"udruluurputr>

hfrtltrruqpurdfr (tulunrhbrn' b'l() rnbqbLlurnr{ut4urtr ur!Lnfr{trbpfr lrunur{rupilurtr qnpbptrpurgp'

rnbqbtlurLnr.lurlutr urlamfr{trbpI qruun2ur6 rutrr{unurtrqnrplutr urquhnr{tltutr Lquunutln{:

2. <hLruuqur, <uuqusnFft)SnFuubP bq. <U{lu{nFuubP
2.1. Sbqbt{rlr.nL[nrplnrtr - hurduluuputrnrd 2p2urtrrun{n11un{ul1trbp, npntrp unbqb[nrplnLtr btr

untufru oplb!un[ {bptupbpluf u.rtrtaufu hnbtrg ur"ntugrl-r.rtr, qhnfuutrgdr.r.rL, quhqutllurtr tr

tr bp ! ur1 rug rI utr d trhg ( pqput htr, flbt,; rn p nL u1 [L U u4 1L ) :

2.2. Sbqbtlruun{url.1utr ullmh{ (rulunrhbm' urlLnh{ mbqbllurrnr-lu!uL qnp6pLpurgft

frpullutrtlgrlurtr hrurftup utrhpurdb2un tutrdtrutlurqrl, huduu14urpq, un{tultrhpfr 2unbrJurptutr,

6puqprulfrl u14uhnr{nrd, {rruurnulprlpbp, tnbqb!urrnrlnrplutr quhqurtrdrltr nt d2ut4dutr

dh2ng, murpu6p [r 6unulntplntLttbp:

2.3. ShqbQuLn{nrplutr llbLuurg[r111- unbrtbqr.uunr[nrplurtr urnbq6nrdhg dht]1U qpur nltrl,trgnrrl

ptr 11 ru & tu dp n rp dur r.l urtr ur ! ru h ur un {tu6p :

2.a. SbrtbQurnrluLluLr urLf mhtlh ubr.hutluLurrnbp (ulunLhbm' ubr.frul4urtrruLnbp) - uJL rlLdp,

np[tr rnp{urb | burnurlnrlurlutr quLnuufuutiurn{nrplnrtr (qurpmulubnrplnrtr) u4u lurd u4tr

urUmh{h trlururdudp tr nnn uurhtft.utrnLLl h u.r:+ uUmh{h Llulnrludp Qurnnrg{ur6pu1[tr
u Ln n n u p urdutr n rdtr bp h l/U ur tl oqm ur qn p 6n qL b p fr |r p tu t{u u n rpl n ttrL h p p :

2.5. Sbqbt{urun{u!rutr u[1unhrth oqunr.uqnp6nrl (urlunLhhun' oqunutqnpEnr$ urUr"nh4h

oqrnruqn p6rl urlr fr p u Llu u n rp1 n rtr n rtr bg n 11 urLd :

2.6. Sbtbqruuntlnrplutr qurrluntrfrnrplnrtr - unbrlhl4urm{nrplnLLp rnpurduqpblnr Uutl
h p ru q u p ru ! b 1n r u ur h tIuL u r"fr u L1 tlurtr h ur rn ! u tr fr 2 :

2.7. Sbrtbt{urnr{nLp.puL uilpn4pur!urtrnrplnrL - uUunh{h urlpnrpuLluLnrplr.utr [r 62unnrplruL

q uh qurtr dutr h um ! uL [2:
2.8. Sbqbtlr-umr[nrpluL huuurtrbfrnrplnrL - frurqnp{ur6 oqrnruqnp6nqLbpI qtuhuL2n{

Lnbqbl4urtnr{nrplutr hruuurbbfirnrp1r.r-rtr tr !frpunblfrnrplurtr humluLJt2:

2.9. gnp6ptrpurg - thnlutlr.uqurlgt{ur6 h r.lrnfutrbpqnp6nrl qnp6nrLbnrplu[r mbuurQttbpJt

udpnrpnrplnrtr, npntrp urlbtr rfrnLlnLd uqrunnuJ bL dbt{ !ud rlfr putrh nbunrputrbp (u2fuumnqf

durdutru!, ftrbpqfru, uupBurlnpnrd, qnrdurp) ilnrrnpbpp (r"n{u1trbp, trlnrpbp, rJurubp L u11L)

bpbnh {bpur6blnr hurhup:

2.10.9np6urnnup - uufiph, rlurpqtlurtrg lu,Iph Uui,J urtrhurmfr t{nntlhg lrpurluLtugnurb
qn p6n r1n rp1 n rL, n p p h uLqbgtr n rd I ur p rp n rtrpfr u un bq6dtutr p:



3. t{hl-'UnblhnFft}3UL CnAUfrUqe

3.1. brt< SS pnlnp btrpulurnnrgrlu8BLhpfi tr SS lJrpbprutrrlunutrqnrplr.r.rtr hbun urntrl{nr1

pn[nn uLnnfiuprudutrnultrbpfr, mbrlb!urun{ur!urtr huduIurpqbpfr Lr trputrg uquur.up!nrrltr

u q ur h n rln q Lq r.u Ln u u fu uL ur un n r utrd urtr g {p tl :

4. CUlilUgUqUnqhU <UUU/riUSUUtuUIJnFft}3nhLC

4.1, brl< r1b!ru{urpnrpJnrtr[, frpur{urprutrul{rutr {urplnrplnrtrp, trbppJttt u uprnurp[tr

unrrlfrr.nnpLbpp Utunnn btr uunnrqbl unrltr [1urnqh hr-utLuqulmuru[ur-utrnrplnrtrp unurppbp

dhpn4trbpn{, Lbpunlul qtupphpul.lurtr nrunrdLuufrpnrplnrtrtrbpp, il2rnul4[unrupllnrdLbpp,

hur2t{bun{nrp1nrtrtrbpp, h Uunqh ubrfrru!utrurmfrpn2 hbtn hbrnrur}urnd !urqn{:

5. CLft)UgUt{UPqe
5.1. brn< pn[nn qnp6ptrpugtrhnn qbLnp h thtrbL trnqtrurLlurtrurg{ur6 nt qLurhtuun{u6

< 9n pdptt pw gtt b p fi qtt w h w q[w b g wtt Q lu ilfr gng n q ( Ury n ru tl! 2) :

5.2. b't1< qnp6ptrpugtrbnn tr rullLnfr{trbpp qbLnp t ftrbL hu2{urnrlur6 tr lnrpurputrlntpfr
hudrup u{bLnB I tr2ulu[{f ubrfurLlutrurunbp:

5.3. brl< qnp6ptrpugtrbnn tr updbpr.ur{np ur!unfrrltrbnn runtrr[urqtr unupfrtr db! urtrqtutl

u{bmp h qnUpurqn{btr <Updbpru{np u!Lnfr{trbpI qnqptuqpdutr gurtr[[r luthtuLlt2ttbnn4
(Urynruu! a) [ urpafruillurtrtug{htr ularnIr{Lbpfr 2urhurqnp6rlutr nrp !btruurght{th ptrpurgpnrd:

5.4. *n p 6pb pugtt b p lt tt n Lltt w Q wtt w g n ul b qfu w h w q n ul :

5.4.1. brn< pnlnn qnp6pLpugtrbnn trnqtru[utrurg{nrd h qtrurhruun{nrrl bL hudurdur.ltr

< *n pdptt pw gb b p lt qb w h w tp[wtt g wtt Q fi > ( Ury n tu tr ! 2) :

5.4.2.9np6ptrpugfr LnLlLtulutrurgtluL [r qLurhrur.ndur[r hr.udtun u{uLnuufur,utrr.umnr h untut
qn p6ptr pu gh u bLh ur t{ urtr u un bp p:

5.4.3. gnp6ptrpugLbnh qLuhtumrJutr lur.htutrhZtrbn btr hutr4fiuuutrnul ur14 qnp6pLpugLbpft

UnhrnhliurUurbnrplnrLp [r qnp6r.untrurlurtr pbnqpp: gnp6ptrpurgtrbnn frtrnrd btr bpl.1nr ptrnuph'

hIrlurtrurlutr (rupdbpp'2) U odurtr4urll (urpdbBp'1): Cutn UnhrnhUuUr.utrnrplurtr'

qnpdptrpurgtrbnn frtrnrrl btr Llpfrr.n[Llurl4urL (updbpp' 2) tr n1 linhrnhUuUutr (updbpp'1):

5.4.4.9np8pLprugtrbnn qLtuhumnultr frpurl.4uLug{nuJ h hudurdru1tr Urynruurl.l 1-nrd

u uhdurL r[u6 utuL 4r1urt4 [ :

5.4. 5. b al( h ru rlurp h fr rll.r ru ! rutr qn p6ptr pugtrbp btr h ur durp {n rd.

. qnp6ptrpurgtrbn[, npntrg [-lnpnruunp taurrl fuutfiurtrnulp rutrhLurpfrtr I qupdtrnrd

b al( L u1 urun ru ltr bp fr h fu L a[ pL bn h h n u U utr urg n rdp,

. qnp6ptrprugtrbn[, npntrp trbprunnul btr qurrltntrfr qnp6pLpurgtrbp !turI llfrpunntul

btr qfr rn ur ! tutr u1 tu m btr un u tln p r{ur 6 Ln bfutr n 1n q[ urtr b p,

. qnn6ptrpugtrbpp, npntrg {rnr.f nfunrdp r.uqr;nul h b..rl< LqumulqLbpI tr

fuLa[pLbpfi [putauLtugtfuutr tlpu,
. qnpbptrpurgtrbn[, npnLp tutrhpudb2m bL brl( u4uldr.r.rtrurqnuJhtr, ophLu4ptul4urtr

! tu rl tr n p d u rn [ {u1 fr L q u h urtr 2tr b p fr l4 ur rn u p tl urL h tu rJ ru p :



5.4.6. Odutr4u! bL hr.udruprlnul hlrdLur14utr qnpbptrpugtrbnh ptrullutrntr ntrpugph

qrrquhntldutr hurlup utrhprudb2rn qurlilutrtrhpfr uunbrl6dtuLL nrryl{u6 qnp6ptrpurgLbpp:

5.4.7.9pfrr.nfrtarutaurtr btr hurlurp{nrd urltr qnp8ptrptugLbnn, npntrp qbunp h hnurUuLugLlbtr

b al( urngtr +n {tu6 ll urp Ln p uqnrlL tr u,l u un ur tatr bp frtr h urutrblnr h u tlu p :

5.5. Updbpw 4n F w Q qfi tltt bp h qn tlBw qp tlwtt g n rywQlt u tpb 46n ul :

5.5.1. Updbprutlnp u!un[rltrbpfr qnqpruqpilutr gnrgul4nril qburB h trbnun{btt d[tttltt

<tlpdbpw(np wQtplt(ttbppn (wlunthbtp' wQqfirlttbp): Updbputlnn bL hudurp{nrd u{tr

urIunfr{trbpp, npntrp iluutrutlgnrrl bL u{ti qnp6ptrpurgtrbpfrL, npntrp nrLbtr 2 Uurd 3

qtruhumr{u6 r.updbp:

5.5.2. ULpnfrr{trbpfr rnbuurt4trbpp U ludpbnn pbprlu6 btr Urynruutl 3-nttl: 9ngpurqptlurtr

gnLgulp ulbmp I untr{uqtr trbpurnfr hbrnlrltul ul,4tn[{trbpp'

. tur4unruLnurlfltr ubp{bnLbn[,

o Llhnmnlul ubpr{bpLbpp,

. umnnupudutrnuJtrbph ttru:phlbnn,

. gutrgulfrtr uupptu{npnultrbpp (switch, firewall, access point, tr u11tl):

5.5.3. Ulunft{trbp]r trnqtrul.lutrugdutr tr qLurhuundutr huJtun quLnuuptutruunnr h muLt,lt

qn p6pLpugh ubf urQ utruunbpp:

5.5.4. 3nrpupruLlnLp r.nlLnJrr{fr hurrlup qbmp b'

o trnqtrtulutrrlgr{h t-lt-,;ulJ tr2rutru!{lr urUunh{h ubqhtulutturmbpbpp,

. murpuLpuLn{fr tuQm[{fr unbuulp,

. mbrlnpn2r{Jr qmL{b1nr {uJnn,

. qunqnnn2r.lfr lP htuugbtr,

o huunurtlbg{fr LufrLnur}nnrlfr utrnrtrp,

. unbrlu4prlfr Epurqpu4fitr ruqurhn{rlr.rL rnurppbnul{[,

. Lnbqru4pr{fr 6pruqpu4frtr uqurhn{rfirtr Lnurppbpurlfr L urp4frultutr/

rnuppbp rut{ttbn[,

. qrulphgbnh 4bqpnrd humul4bgrlfr 6puqpurrlnprlurtr lbqnrtr Lr unurppbpullp,

un{u1Lbp[ purqurtr h qnu murpphpul4p,

. qLuhurLn{fupdbpu{npnrplnrtrp:
5.5.5. (nriluqr-uunuufuurtr urrynrurultrbpfr unbupbpp pbp{u6 blt UrynruuQ 4 -nuf:

5.6. UQqh4ttbnh rTwuwQwpqnul b wpdbnpnul:
5.6.1.l-,nqtrullurtrugr{ur6 utam[{Lbpp Urynrurul; 4-nLtI pugtrblntg hbmn, u!m[{Ubpft

ublfruQutrruunbpp r4bunp h trutr qtruhruunfr bq<-h hurJup qnuLg trbpqnp6ntplnrtrp:

5.6.2. UlLnfr{Lbpl'r bbpqnptnrylntbp qtruhurnblnr hudup qbLnp I tafipunu{bL uurhdutrt{ui6

Burtrul4uLlutr t-/[urJ nprul.lurt4utr qtrurhuunrultutrtrbpfr 1u{rurtrfi2trbp: Ctr4 npnril'puLurllurl4rutr

1tu{rutrfr2trbpfr LafrpuntltuL 4bqpnrtl h[dp btr hutr4fruuitrnrrl urUmh{h {bpurlurtrqrfutr hurrltup

urLhpudb2m $frtrurtruurt4urtr Sufuubpp, htrurpur{np SfrtruLuullurtr Llnpnruuntrbpp Lltutq{u6

uULnh{h qutr1qbfintpJutb, ut[pnqgutQwbnrylwtt U/Uud hwuwttb[tntpluttt futupurptftutr hbm,

frtrlqbu Lutr urtrdtrrl[urqtlfr hurilupdurL tr t{bpuqtr-rmpuuuntlutr 6ufuubpp:



5.6.3. Updbpurlnp urtaunfirltrbpl ttbpqnptnrylntupr4brnp I qtrtuhruun{h hnbp purqur4pfrlLbnn,l

h w u wtt b 1lt n tp1 n fii, w tt p n q2w Q wb n ry1 n tb U qw qqltll n t p1 n tb:

5.6.4. UUunh{h ttbpqnptnryyl& puLurllruQtutr qLuhurundurtr hurrlup t4unnq I oqunuqnn64bt

<Prurlur4pfrtLbnh lurrhurtrfr2trbpJr updhBfr npn2durL urynrurul4p> (Urynruwl7 5/: 3nrpupurtrlntp

Furqu4nhtfr hurJup uurhrlurtr{nrd btr htrrunrx{nn hpbp urpdbp'1,2,3, utr[.1tufu qtruhruunrlutt

b [utr u q 
h g ( n p u I ur 14 utr 11 ur rI purL ur I ur ! urtr ) :

5.6.5. Ulrnh{h trbpqnp}nrplurlr updbpp hut{ruur.lrn h 4nul purlur4pfiltrbVl'r' hwuwttb1finry1wtt,

w tl p n r1p w Q wb n p1 w b U qw qttltr fi n L p1 wtt h utr p urqn rdtu p frtr :

5.6.6. L2r{rud pulur}ph:trbp[ urpdbptrbpfr npn2duL hurtfi-r.rp, untrr{tuqtr, tqbr"np h r}hln,!nt{Llh

hbrnLrlup.

. Utfrnh{h llnpurnfr 4bqpnrd trpu r.fnfuurpfrtrdurtr 4pudurlfrlr uipdbpp: Ctr4 npnrd'

ur.;umhrl u{hunp h huZ{h untrbl nl ilfrultr urllunh{h qtrdruL l4urtl hu2rlbl42nulfrtr updbpp, rullttutr

trpur tlbpurQurtrqtrtlutr htudurp 6urfuur[bfrp durdutru!p h nhunrputrbpp (Lurl.r dup4l4ul[L),

frtrlqbu Lurtr uUunh{h huruurLbfr lfrLblnr dudurtrurLluhurun{tu6nrrJ brl< htrrupu{np

{Luubbpp:
. UUunhrlh lnpurnfr lrud durtlurtrtulru{np urLu2fuuunnrtruLlnrpltuL 4bqpntd bcl(

qn p6n rLb n rp1 urtr {p u urq4bg n rp.1 n rtr p: Op frLur 1.1'

. opbtru4pnrplurtr Lr u4l trnpdurunfrr{ ur!unbpfr fuurfuunnrd,

. qu4drutruqnu4htr r4upunu!uLnrplnttrtrbpfr fuufurnnrtl,

. rlurmnrgrlnrl 6unu.1nrp1uL nprulfr fr2hgnrrl trlUtutl pL4hr-r.runnLrl,

. hbrftrru!nrp1r.r.rtr utrl4nrrl t/Uud l1npntum,

. qur2mqurtr{n11 unbrtbt{uuntfnrplurtr prugruhulr"nntrltrbpp,

. rlurprpt4urtrg urnnn nrpJutr Lr t4utrp[L r4urrn6unu.r6 t{trurutrbp,

. $[LuLuul4rutr l.lnpnruuntrbp:

5.6.7. Utfunh{h trbpqnp6nrplutr updhpfrg, npn2tlnul h urUunh{h Qwphnpnplntttp: b,,rl<

hrudup llurphnp bL hudrupr{nrrl rultr u[rnfrr{trbpp, npntrg trbpqnp6nrqurtr urpdbpp hurr{ururup

l' 7,8 Llurl 9:

5.6.8. Uurhdrutr{u6 pturltu4pfrltrbpfi urpdbptrbpp lqurpnrl btr qhnqhnfut{bt, bpb urnQur bt]

ullmfrr{trbph {nur Ubpqnpbnrplurtr trnp hubqudutrptrbp: Op[trur!' qur.tphgh r4uunptuuundurtr

hr.r.rdrup hfrL unbfutrnlnqfru.rtrbph un+hutturtrurgdr.r.rL urprynrLpnrd udpnrpu!ruLnrplurL updbpp

r4bmp h hlLh:
5.6.9. bal( utr{unutrqnrplutr lunnhn+h Lfruunfi ptrpugpnuJ ulbunp h'

. {bp1nr6{fr ul1mh{h ubrfurl.lurLtumfrpn2 qnq,lhg qLuhurmr{ur6 uUmh{h

tr bpqn p6nrplnrtrp,

o hruumr-um{fr | <Updbpu{np urlLnfr,lt hnh qnqpurqpdruL urft.f n{ gurtrlp>:

5.6.10. Updbprirr{np urlamfr{trbpfr urrl.lrnt guUUh {upilutr hurrLup qur"nr.uufuutrurnr{nrplnrtr I
Llpnrrl SS r{urp1nrpl nrtr p:

5.6.11. UpdbBur{np ulaunfrtltrbplr qnqpruqprluL gurtrUn u{bLnp I rlhpurtrurl{f unupb[urL dbl.1

urtrqurd t4ud SS btrpruhutftulurpqnLd huUr-utr lfnrfrnrfunrplnrtrtrbpfr 4bqpnrrl:
5.7. UQqfi4bbnh Qwnw(wptlwtt tlwuttutQltgttbpp b ttpwttg ultupquQwbnrylntuttbpp:



5.7.1. SS tluplnrpluL qbun'

. bq< rlbllur{urpnrplutrp trhplrulurgtrnrd I rulamfrt{Ubpfr llurptrnpnrplutr

dur!rup4qr[fr tr qnp6ntrpurgh {pu trbpqnp6nrplurtr qtruuhurunrlutr purlur+nhttrhnh h 4puLg

lur.hurtrfr2Lbpp uruhrJurtrnrl urpdbptrbpfr {bpruphruurL unu2urp!nrplnrtrLbpp,

. r1blur{urpnrd I urlunfr{t bnh qnqpuuqprlutr qnp6ptrpugn,

. r{urpnrd | <Updbpurtlnp ulunfr{trbnh qnrlpurqprlurtr urfi.hnr.lr guLqnr' l.luunurpblnrl

ruL h p udb2m { n rnh n fu n tp1 n Ltrtr bp p,

. qnp&ptrpugfr {nur urLlunfr{rbpfr Lbpqnp6nrplurtryurLhh tr/[urrJ qnrlpurqpiluttt

urrft.hnr.lr gurLqh f nrlrnfuJurtr qbqpbpnul trurfurudbntrnrd I nfrul.lbplr qtrtuhurmdrutr

qnp6ptrpugp:

5.7 .2. UUmh{h ubr.hurQurtrumbp'

. r4urppbpurpurp (u:rl prlnul' urlarnfr{trbph qnuBruqprJruL ptrpurgpntd)

r{bpu4[tnrupl.lnLtl h hnbL qruunllurtrnrl <Updbpru{np uLlunfrr.ltrbnh qnqpuqptltuL gurtr!p>,

e r{bnurhur2rlurpLlnrd h hnbtr quLntlurtrnrl urtarnfr{trbpI trbpqnp6nrplnrtrp

qnp&ptrpurgh {nu,
. hurlunlnul h SU qutnr.uufur.uLurmnrfrtr uQunfr{trbp[ umbrl6tlutr, rlnuLg

2ur h urqn p6n rdfr g 4n rn u pbp tlurL h u4 1 {r n rrh n fu n rp1 n rtrLbp fr d u u frL :

5.7 .3. bal( qbt{u{rupnrplnrtr'
o huuunurunnril h tulaun[rtltrbpfr 14upLrnpnrylurL rJuluprlur!p tr qnp6pbpugfi t{put

trbpqnpbnrplurL h ur2{Lunt{h tlbpnrpp:

6. OntuquCIuq3{uu PulueuquunFft}3nhulbn, quPqbn bq. u3L
ouusuft)tralbn

6.1 . ft [ u ta bp [ ! u nu {rup durtr pu rlupu ! urtr n rp.; n rtr :

Uryn ru ur[1 1, 9n pdptr pugtr b p ]r qtr uh um rlutr ututr 4qu [1

$npdptrpugJr
l'1nhmhUul.;rutnrp.;nrtr

9npdpbpugh pLnUp Qnp6pLpuglr
qtrtuhurnu[utr

1 1 1

1 2 2

2 1 2

2 2 3

Ury nru u[1 2. C}n pdptrptugtrbph qtr ru h um dutr g utr 11

</< UL{utr
nr.f

Ubf uItubumhp r p I m [ \ u l,; rutr nrp.;n rtr Sbuu11

(hIdLu11utr
/odutt4u!)

Qtruhutnul,;utr

1 2 3 4 5 6



1

2

3

4

5

l,lrynruu[ 3 U[mJr{trbp]r mburu[trbnn t, [r,Ipbnn

SbutuIJt

hurfupp
SbutuIp u[m[{tthph Jr,Ifhnn

turph
hruilupp

turlph utr{utrnrdp

1 $[q[[uIutt
u!m[{Lbp

1.1 Ubp{bptthp

1.2 SutrgurlfrL uuppurr{n pnrdtrbp

1.4 (ur rlur t1 ru pqrLUJ htr Ln bfuL [ ! ur

1.5 UpmupfrL h[2nr1n rplurtr uuppbp

1.6 L n L.ytr ru ! rutr ug durtr d[2ngLbp

1.7 Sq uqp ur! r.utr u urpBru {np nuJL bp

1.8 rl u h q rulr n rp1 urtr u ur ppu {n p n rdL hp (o p frtr u !' DVR)

1.9 eh p q hq{n rt qruh ru p rutrLbp (u blSbp)

1.10 k1b! un pntr urj[L puL urfi Lbp

1 .1't Utt $hqhU,nluL tutlm[{Lbp

2 Sbqb[um{nr
p1nrfu

ulrupnrbruIn4
ul.1m[{tubp

2.1 S{ u1L hp [ 2Lnbdup rutrtr bp
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